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Abstract

In recent years, wireless technology has gained popularity due to its cost effectiveness when compared to wired network. On the
other hand, it is open to security attacks because of its transmission media. Out of various security issues related to wireless
network, authentication is the primary one. To accomplish this, password based smart card authentication scheme is the most
prominent scheme. However, most of these schemes are vulnerable to one or the other possible attacks. This paper presents an
efficient and secure smart card authentication scheme based on difficulty in solving Elliptic Curve Discrete logarithm Problem
(ECDLP). It allows users to choose and change the password without taking any assistance from the Home Agent (HA). Security
analysis proves that the proposed scheme is more secure and practical.
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1. Introduction

These days, wireless networks have been widely deployed and
used due to their convenience, usability and flexibility.
GLOBAL mobility network (GLOMONET) provides global
roaming service to permit a mobile user MU to get access to
the internet when roams into a network other than his/her
home network i.e. foreign network. So, the foreign agent FA
needs to authenticate the MU under the assistance of his/her
home agent HA in the home network. In conventional wired
networks, anonymity and location of mobile user are not
considered as the mobile users are fixed users. But, it is very
important in case of wireless networks. User anonymity is
necessary to prevent unauthorized entities from tracking the
mobile user’s movement. Hence, a secure authentication
scheme is needed to provide both the authentication and the
confidentiality at the time of roaming. In the past, various
fascinating user authentication schemes have been proposed
for wireless communication. But the most promising among
them is smart card based password authentication scheme -3
6 89 In this context, Chang and Wu % first proposed
password based smart card authentication scheme without
verification table. Subsequently, authentication based on smart

card has been employed continuously in several applications
[11-16]

In view of the fact, all the existing schemes have their pros
and cons. This paper proposes a new smart card authentication
scheme for wireless communication to resist all the identified
attacks and satisfies the desires of a user. Its security depends
on hardness of solving the elliptic curve discrete logarithm
problem (ECDLP).

Rest of the paper is organized as follows. The proposed smart
card authentication scheme is described in section 2. Section 3
demonstrates security analysis of the proposed scheme. A
functionality comparison of proposed scheme with the other
related schemes is presented in section 4 and finally, section 5
concludes the paper.

2. Proposed Smart Card Authentication Scheme for
Wireless Communication

This section describes the proposed smart card authentication
scheme for wireless communication. The notations used
throughout this paper are summarized as follows.

MU Mobile user

HA Home agent of MU

FA Foreign agent of MU roamed

ID; Identity of MU

PW; Password chosen by MU

I1Dn Identity of HA

I1Ds Identity of FA

Xn I X¢ Public key of HA / FA

Xn | Xt Private key of HA / FA

q Large prime, where g > 2160

E Elliptic curve over a finite field Fq

P Random point on the elliptic curve E(Fg)
with a prime order n > 2% andn+P=0

h(*) Secure one way hash function

@

Bitwise XOR operation

Ex[*] / Dk[*] Symmetric Encryption/Decryption function
with key ‘K’

SK Common session key

— > Secure channel

s Insecure channel

The scheme consists of four phases: Initialization phase,
Registration phase, Login and Authentication phase and
Password Change phase.

2.1 Initialization phase
Three entities are involved in the proposed scheme: the mobile
user (MU), the home agent (HA) and the foreign agent (FA).
The HA selects a private key x, and computes its public key
Xn = Xn * P. Also, the FA selects a private key x; and computes
its public key X¢ = X ¢ P.
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2.2 Registration phase

This phase is invoked when a new mobile user MU wants to
register with its home agent HA. Fig. 1 shows the registration
phase of the proposed scheme and the registration steps work

as follows.
‘—-'..
© [\

Mobile User (MU) Home Agent (HA)
{ID;, h(PW)}

{Ai By, P, Xp, h(*). E['J}

Fig 1: Registration phase

MU =———— HA: {ID;, h(PW))}
Step 1: MU chooses an easy to remember ID; and PW;. MU
computes h(PW;) and sends {ID;, h(PW;)} to home agent HA
over a secure channel for registration.

HA ———= MU: Smart card

Step 2: After receiving the registration request {ID;, h(PW)}
from MU, HA checks whether the MU’s ID; is already in the
database or not. If it holds, HA notifies MU to choose another
ID;. Otherwise, HA computes Ai = (Xxn * IDj) * P, Bi = h(A,
ID;, h(PW;)) and issues a smart card to MU over a secure
channel by storing {Ai, Bi, P, Xn, h(*), E[*]} into smart card
memory.

2.3 Login and Authentication phase

MU inserts the smart card into the card reader and inputs
credentials IDi' and PW'. The card reader computes B;' = h(A;,
IDi', h(PW;")) and checks whether the computed B;' equals the
stored B or not. If it holds, MU is a legitimate bearer of smart
card. Two Conditions arises in this scenario. Let us discuss
both of these one by one.

2.3.1 When MU is in home network

Fig. 2 shows the login and authentication phase of the
proposed scheme when MU is in home network and the steps
work as follows.

MU —  HA: {C;, TOKEN}

Step 1: MU selects a random number r; € Z*; and computes
Ci=r1+ P, Ki =1 * X}, anonymous identity AID; = K:® 1D,
TOKEN; = Exi[IDn, AID;, Ci1, Ai]l. Then, MU sends the login
request {C,, TOKEN:} to HA.

HA ——3»  MU: {TOKENz}

Step 2: Once the login request {Ci, TOKEN;} has been
received, HA computes K; = Xp * Ci = Xp * 11 * P =11 * Xy and
Dki[TOKEN;] = (IDn, AID;, Ci, Ai). HA checks ID, and
compares both the computed C; and the received C;. If it
holds, HA gets anonymous identity AID; and computes MU’s

identity ID; = AID;® Ky. If ID; does not exist in HA’s

database, the HA terminates the session. Otherwise, HA
computes Ai' = (Xn * IDj) * P and checks whether A;' equals A;

or not. If true, MU is a legitimate user, otherwise rejects the
login request. HA generates a nonce Noncej, computes
TOKEN; = Eai[Ki, Ai, Nonce]] and sends the response
message { TOKEN} to MU.

=
i [\
Mobile User (MU) Home Agent (HA)

{Cy, TOKEN;}

{TOKEN,}

F

{TOKEN;}

v

Fig 2: Login and Authentication phase when MU is in home network

MU ——» HA: {TOKENs}

Step 3: After receiving the response message {TOKEN},
MU computes Da[TOKEN2] = (Ki, Ai, Nonce;) and checks
Ki, Ai. If it holds, HA is authentic, otherwise terminate the
session. MU computes the common session key SK = h(Ku,
Nonce;j), TOKEN; = Esk[Nonce; + 1] and sends {TOKEN3} to
HA.

HA

Step 4: Once received, HA computes session key SK = h(Kq,
Nonce;), Dsk[TOKEN3] = (Nonce; + 1) and checks it. If the
decrypted value equals Nonce; + 1, the request is a fresh
request and not a replayed message. Now, both MU and HA
agreed upon the session key SK = h(K3, Nonce;).

2.3.2 When MU is in foreign network

This phase is invoked when MU moves to foreign network.
Fig. 3 shows the login and authentication phase of the
proposed scheme when MU moves to foreign network and the
steps work as follows.

MU ——» FA: {IDy, C;, TOKEN:}

Step 1: MU selects a random number r; € Z"°; and computes
Ci=r1 P, Ki =11 * Xj, anonymous identity AID; = K:® 1D,
TOKEN; = Eki[IDys, IDy, AID;, C1, A]. Then, MU sends the
login request {IDy, C1, TOKEN;} to FA.

FA ———  HA: {IDs, C;, TOKEN}

Step 2: After receiving, FA selects a random number r; € Z%,
computes C, = IDs e rp * P, K2 = IDs * 12 * Xp, TOKEN; =
Ex2[IDn, C1, TOKEN;, IDf, C;] and sends the login request
{IDy, C;, TOKEN} to HA.

HA ——»  FA: {C; TOKEN4}

Step 3: Upon receiving the message {IDs, C,, TOKEN}, HA
computes Ko = IDf* Xp * C2 = IDf* Xp e 12 * P =IDs * 12 * X},
DKQ[TOKENz] = (|Dh, Cl, TOKENl, |Df, Cz) and checks
whether the decrypted value contains (IDy, 1Ds, Cy) or not. If it
holds, HA computes K; = Xn * C1 = Xp e 11 * P =11 * Xp,
Dki[TOKEN;] = (IDy, 1Dy, AID;, C1, A), ID; = AID;® Ky, If
ID; does not exist in HA’s database, the HA notifies FA that
MU is not a legal user. Otherwise, HA computes Ai' = (Xn *
IDi) * P and checks whether the computed A;i' equals the
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decrypted Ai or not. If true, HA confirms that MU is a
legitimate user. HA selects a random number r; € Z7,
computes Cs =r3 » P, K3 =13 * X5, TOKEN; = Eai[K1, K2, K3,
TOKEN; = EK3[|Di, K1, Kz, Ks, TOKENg] and sends the
response message {Cs, TOKEN4} to FA.

FA ——» MU: {TOKENs, TOKENs}

Step 4: Once the response message {Cs, TOKEN4} has been
received from HA, FA computes Kz = Xf* Ca=Xserz3* P=r3*
Xf, DK3[TOKEN4] = (|Di, Kl, Kz, K3, TOKENa) and checks
whether the decrypted value contains Kz, K3 or not. If true, FA
generates a nonce Nonce;, computes TOKENs = Exi[Nonce;,
Ki] and sends the response message {TOKEN3;, TOKENs} to
MU.

MU ——» FA: {TOKENg}

Step 5: After receiving the response message {TOKENg3,
TOKENs}, MU computes Da[TOKEN;] = (Ki, Ky, K3) and
checks whether the decrypted value contains K; or not. If it
holds, computes the common session key SK = h(K3, K», K3),
TOKENs = Esk[Nonce; + 1] and sends {TOKENGe} to FA.

- M W

Mobile User (MU) Foreign Agent (FA) Home Agent (HA)

{IDy, C1, TOKEN1}

{ID;, C2, TOKEN:}

h 4

{Cs, TOKEN:}

A

{TOKEN3, TOKEN;}

-+

{TOKENs}

h 4

Fig 3: Login and Authentication phase when MU is in foreign
network

FA

Step 6: Once received, FA computes session key SK = h(Kj,
K2, K3), Dsk[TOKENg] = (Nonce; + 1) and checks whether the
decrypted value equals Nonce; + 1 or not. If it is true, the
request is a fresh request and not a replayed message. Now,
both MU and FA agreed upon the session key SK = h(K, Ka,
K3) = (r1* Xn, IDs * 12 * Xp, 13 ¢ X5).

2.4 Password Change phase

Step 1: This phase is invoked whenever MU requests to
change the password.In case of password lost or forgotten,
MU inserts the smart card into the card reader and inputs his
or her credentials ID;' and PW;'. The card reader computes B;'
= h(A;, IDi', h(PW;)) and checks whether the computed B;'
equals the stored B; or not. If it holds, MU is a legitimate
bearer of smart card.

Step 2: Now, MU is requested to input a new password. MU
inputs new password PWinew, computes Binew = h(Ai, IDi,
h(PWinew)) and replaces Bi with Binew in smart card memory.

3. Security Analysis
This section provides an in-depth analysis of the proposed

scheme in terms of security and functionality properties. The
security terms needed to conduct an analysis of the proposed
scheme are as follows:

Definition 1: The Elliptic Curve Discrete Logarithm Problem
(ECDLP) is defined as follows: Let E be an elliptic curve over
a finite field Fq and let P € E(Fq) be a point of order n. Given a
public key point Q = a * P, it is hard to compute secret key a.

Definition 2: A secure one-way hash function y = h(x) is one
where given x to compute y is easy and given y to compute x
is difficult.

Definition 3: A secure encryption / decryption function Ex[*]
/Dk[] is one where it is computationally infeasible to break it
without the knowledge of secret key ‘K’.

Considering the above mentioned definitions, the following
propositions are used to analyze the proposed scheme.

Proposition 1: The proposed scheme is able to provide user
anonymity.

Proof 1: In the login and authentication phase, MU sends
encrypted anonymous identity AID; by using K; as the
encryption key. This anonymous identity differs among

sessions as AID; = Ky @ IDj and Ky = 11 * X As per the
definition 3, it is hard to derive ID; without knowing K or ry.

Proposition 2: The proposed scheme is secure against
impersonation attack.

Proof 2: This scheme makes it impossible for an attacker to
masquerade as a legal mobile user MU. To successfully
perform an impersonation attack, the attacker requires A;
which is securely stored in smart card memory. Moreover,
there is no way to get A; from intercepted TOKEN; without
any knowledge of K; (as per definition 3). Consider the
scenario where an attacker selects a random number r,,
computes C, = 1y * P, Ki = ra * Xi, anonymous identity AID, =
K.® ID;, TOKEN, = Eka[IDs, IDp, AlD,, Ca, Aa] and sends the
forged login request {IDy, Ci;, TOKEN.} to FA. After
receiving, HA can easily identify that the requested MU is not
a legitimate user by comparing computed A; with the
decrypted value of A,.. Therefore, the proposed scheme resists
impersonation attack.

Proposition 3: The proposed scheme is secure against replay
attack.

Proof 3: In this scheme, the replay attack will fail because the
freshness of the communicated messages is provided by the
random numbers riy, r, r3. Suppose, an attacker replays the
login request {IDyn, Ci, TOKEN;} to FA. Attacker cannot
decrypt the response message {TOKEN3;, TOKENs} coming
from FA used to compute the session key SK = h(Kj, Kz, K3).
FA can easily detect this attack by decrypting TOKENEs.
Similarly, if attacker replays the message {IDs, C2, TOKEN,}
to HA, he /she fails to decrypt the response message {Cs,
TOKEN4} coming from HA to further prepare the message
{TOKEN3, TOKENs}. Hence, the proposed scheme is free
from replay attack.
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Proposition 4: The proposed scheme provides perfect forward
and backward secrecy.

Proof 4: The proposed scheme generates shared session key
SK = h(Kj, K, K3) = (r1 * Xn, IDs * 12 * X, r3 * Xs5) which is
different for every session. As per the definition 2, it is hard to
get (K1, Kz, K3) from a revealed SK. Moreover, the values
(K1, Ky, K3) are protected by ECDLP (Definition 1). Since,
there is no relation between past, present or future session
keys, the proposed scheme is able to provide both perfect
forward and backward secrecy.

Proposition 5: The proposed scheme is secure against online
and offline password guessing attacks.

Proof 5: In the proposed scheme, the password of MU (PW)
is not used in calculation of any of the communicated message
parameters. Therefore, the scheme is secure against both of
these guessing attacks.

Proposition 6: The proposed scheme provides early wrong
password detection.

Proof 6: In most of the existing schemes, attacker can create
invalid login request by entering wrong password which will
be detected only at the HA. It leads to Denial-of-Service
attack. Therefore, it is necessary to verify the legitimacy of the
card bearer by checking the correctness of its credentials. This
scheme provides the facility to check wrong password at the
MU side by comparing B;' with the stored B;.

Proposition 7: The proposed scheme is secure against insider
attack.

Proof 7: Secure transmission of password is desirable at the
time of registration. During the registration phase, MU sends
h(PW,) instead of PW; to HA. As per the definition (2), any
insider of HA cannot directly obtain PW; and use it to
impersonate MU to access any FA. Hence, the proposed
scheme resists insider attack.

Proposition 8: The scheme solves time
synchronization problem.

Proof 8: In timestamp based authentication schemes, the
clock of home agents and foreign agents need to be
synchronized. However, it is hard to synchronize the clock
when each entity is located in different time zones. To
overcome this problem, the proposed scheme uses random
numbers rq, 12, r3 and Nonce;. Therefore, the scheme is free

from time synchronization problem.

proposed

Proposition 9: The proposed scheme provides freedom to
choose and change the password securely.

Proof 9: A mobile user finds difficulty to remember the
password if it is issued by the HA. Hence, scheme need to
allow the users to choose their password freely at any time. In
addition, if, due to an accident, the password is revealed then
user has the facility to change password securely without any
interaction with HA. The proposed scheme is user friendly as
it offers both of these services so that there is no need to
remember system generated password.

4. Functionality Comparison of Proposed Scheme with
other schemes

In this section, the functionality of the proposed scheme is
compared with the other related schemes [3, 8, 9] as shown in
Table 1. Keeping all the previous advantages, the proposed
scheme uses nonce instead of timestamp to avoid replay
attack. Offline card holder verification is very essential to
avoid unnecessary burden on the server. The scheme verifies
the legitimacy of card holder at the time of login. As far as
efficiency is concerned, the given scheme uses ECC instead of
other intense computational public key cryptosystems which
makes it efficient. It can be clearly seen from Table 1 that the
proposed scheme achieves all the security and functionality
requirements. It is clear that these existing schemes fail to
satisfy the needs of a user and need not to consider for
practical purposes.

Table 1: Functionality comparison between proposed scheme and other related schemes.

Functionality Offered Proposed Scheme

Li & Lee’s Scheme !

He et al.’s Scheme [8! | Wu et al.’s Scheme B

No use of password table

Freedom to choose password

Secure change of password

Provide user anonymity

Prevent replay attack

Prevent impersonation attack

Prevent insider attack

Provide early wrong password detection

Avoid time synchronization problem

Secure session key establishment

geoe00000Q000

Fairness in key agreement

0/0/6/600/0 0600

$6600006000
6006006060600
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5. Conclusion

In this paper, an ECDLP based smart card authentication
scheme for wireless communication is proposed and it is
proved that the scheme withstands impersonation attack,
online and offline password guessing attacks, replay attack,
insider attack and solves time synchronization problem.
Further, the proposed scheme allows users to choose and
change the password freely, provides mutual authentication,
early wrong password detection, perfect forward secrecy and
perfect backward secrecy. It is shown that the given
authentication scheme not only solves all of the earlier
security pitfalls but also increases the efficiency by using
ECDLP.
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