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Abstract 

Digital signatures achieved through public key cryptography work for individual users. They do not have features such that they 

can be used for multiple documents or multiple users. Signatures with homomorphic property are designed for this purpose. Yet, 

most of the homomorphic signatures pertain to signature of an algorithm thus providing verifiability that the algorithm has been 

executed over a set of inputs. There is still need of homomorphic signatures in which only the signatures have homomorphic 

properties that can be used to concatenate or combine multiple signatures. Such malleability, though desirable, may have 

vulnerability towards forging or other attacks. So a homomorphic signature has to suffice both conditions: meet the malleability 

requirements of the application and be secure against attacks. 
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1. Introduction 

We propose a homomorphic signature scheme that can be 

used to verify document signed by multiple users. We propose 

to have two different verification primitives, one for 

individual signature verification and another for multiple 

signatures.  

 

2. Homomorphic signature schemes from digital signature 

Signature is a cryptographic primitive whose purpose is to 

provide:- 

 Integrity: prevention from non-authorized modifications 

of the signed message;  

 Authenticity: The process of granting or denying access 

to a network resource is called authorization; 

 Non-repudiation: Non-repudiation is the assurance that 

someone cannot deny something. 

 

2.1 Multi User Setting (MUS) 

A single document is signed by all parties involved. But, the 

verifying authority may need to save effort required for 

individual verification of signature. So, it is required that 

verification be done only as a single process that verifies all 

signatures as if they are a single signature.  

 There are n signers. 

 There is one single message . 

 A hashing function exists such that  and is 

available to both signer and verifier. 

 There is one verifier. 

 There are  pairs of private and public keys, one per 

signer. 

 There is also one common public key 

 The ith signer produces signature . 

 

 

2.2 Homomorphic Signatures 

Homomorphic signature scheme that can be used to verify 

document signed by multiple users. We propose to have two 

different verification primitives, one for individual signature 

verification and another for multiple signatures. 
 

3. Homomorphic signatures schemes for multi user setting 

Key generating authority that generates  pairs of private key 

and public key and a common public key associated with them 

for the verifier 
 

3.1 Classification of signatures schemes primitives 

encryption and decryption as a black box and entire signing 

process can be either over the cipher or within the cipher. The 

signature scheme consists of primitives:  

1. Key Gen,  

2. Sign., 
 

3.1.1 Key Generation 
 

 
 

Fig 1: Growth of runtime of key generation with security parameter 
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3.2.1 Signing 

 

 
 

Fig 2: Growth of runtime of signing primitive with security 

parameter 

 

4. Features and Advantage of multi user settings 

 The signatures are homomorphic. They have both 

multiplicative and additive homomorphic properties. The 

idea of construction can be used for digital signatures in 

various settings. 

 Only addition is used for combination of signatures, 

making it very easy operation. 

 The proposal is specifically shown for multiple user 

settings where a single message is signed by more than 

one user. Yet it can be used for single user setting, that is, 

a simple single user signature and verification is possible. 

 Both signing and verification have low time complexity.  

 The primitives have simple integer operations hence no 

complicated computations involved and are easy to 

practically use it. 

 The proposed scheme is secure with commonly used 

length of keys. 

 A verification protocol is also proposed, to detect which 

individual signature was corrupted in case the combined 

signature is rejected by the verifier.  

 

5. Conclusions 

Simple integer operations based on modulo arithmetic are 

easy to implement. Moreover, the time complexity reduces 

when the size of modulus increases. But if size of modulus is 

increased, it implies the size of key is increased. This will 

provide more security to the proposed scheme. Thus, we have 

proposed a scheme that has very low time complexity that 

falls if size of keys is increased. This is a very desirable 

feature of any cryptographic primitive. Also, the combination 

of signatures is a simple addition process. Hence, our proposal 

is a practically feasible technique. 
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